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Overview 
 
 
The entire state of Pennsylvania and particularly the Southwestern region was 
once again characterized as a “battleground state” in the 2008 Presidential 
Election.  As a result, the candidate organizations, news media and voters were 
acutely interested in the County’s pre-election readiness and expected 
performance level on the day of the election.  In my opinion, we met these 
expectations due to the efforts of the full-time and temporary Elections Division 
staff, the 200 field technicians and over 7,500 precinct election officials and 
constables.   Post-election media accounts also support this conclusion. 

 
A total of 659,347 ballots were counted which represents 68.96% of this county’s 
956,114 registered voters.  40,783 absentee ballots were issued, and 2,808 
provisional ballots were cast on Election Day.  Of these, 268 were fully counted, 
1,071 were partially counted and 1,469 were rejected.  In all, over 47% of the 
provisional ballots were at least counted for State-wide offices which include the 
office of Presidential Elector.   

 
The 2,808 provisional ballots that were cast represent a 68% decrease in the 
number cast (8,513) in the previous 2004 Presidential Election.  This decrease can 
be attributed to the accuracy of the election-day poll books, the doubling of the 
number of election-day staff who fielded voter registration and polling place 
inquiries as well as the correct application of provisional ballot procedures which 
were reinforced at the pre-election training classes.  The voter education efforts 
carried out by the Pennsylvania Department of State and the candidate 
organizations also played a part in assuring that voters attended their assigned 
polling place, lessening the need to vote a provisional ballot.         

 
Over 397,000 “emergency ballots” were supplied to the 1,321 polling places in 
the event that at least one-half of the voting machines in a precinct were not 
functioning.  Of these, 730 “emergency ballots” were cast within thirty-five 
precincts and were used due to the local election boards experiencing difficulties 
in printing a “zero tape” prior to the opening of the polls.  On-site voting 
machine technicians assisted in the resolution of these issues, resulting in voters 
being able to cast their ballots on the iVotronic voting machines. 

 
The members of the voting public should be acknowledged for their contribution 
in this effort, as well.  The cooperation, patience and sense of community that 
they exhibited in the November 4, 2008 General Election played a large part in its 
success.                                   

              



 
Accessibility  
 
Although the Allegheny County Elections Department had made an aggressive 
effort to make all 1,321 polling districts in Allegheny County handicap accessible, 
seven polling districts remain classified as inaccessible which are as follows: 
 
• 130-1-4 Duquesne 
• 130-2-3 Duquesne 
• 153-0-1 Haysville 
• 166-4-2 McCandless 
• 166-4-3 McCandless 
• 188-24-1 Pittsburgh 
• 188-26-17 Pittsburgh 
 
Since these polling districts could not be modified by using any of our 
accessibility items such as door loops, ramps, “mobi” mats, signs or cones, we 
continue to look for alternative sites for these seven districts.  
 
Our office was also made aware of a problem with a ramp that ended up being 
too steep to fit the accessibility requirements.  This problem occurred at the 
polling location for the 15th Ward, 1st & 2nd Districts in the City of Pittsburgh.  For 
the November 4, 2008 General Election, a 4-ft. suitcase ramp was sent to this 
location.  After our office conducted an on-site inspection of the polling location, 
we decided to use a 6-ft. suitcase ramp for the May 19, 2008 Primary to solve this 
problem.   
 
Provisional & Absentee Ballots 
 
The administering of provisional ballots during the 2008 Presidential Election 
has decreased by 67% from the 2004 Presidential Election.  Primarily, according 
to the Call Center support calls received, voters wanted to cast their ballots on 
the voting machines and were willing to put forth the extra effort to find their 
assigned polling location.  Secondly, various civic organizations emphasized the 
importance of not only registering to vote but locating where to vote. 
Furthermore, during the fall of 2008 the Allegheny County Elections Division 
reduced the training class size significantly for new election officers, updated the 
Election Officers Reference Manual and provided “refresher” review sessions.  
 
Recommendation: Continue the standard and specialized training classes which 
have proven to be highly effective.   
 
 
 
 



Recruitment  
 
We are successfully recruiting younger, computer-savvy volunteers for the 
Election Boards via the County web page and will continue to use this valuable 
tool.  Additionally, a corporate recruiting program is in development with USX 
in which employees will serve as poll workers and be compensated by the 
corporation as inducement to participate in volunteerism and citizenship.  We 
will be electing election board officers (judges and inspectors) in 2009.  
Hopefully, more new people will run for office. 
 
L&A Testing 
  
For the third consecutive election, we conducted automated L&A on all 
iVotronics and all PEBs. The testing was done by full-time employees of the 
County in the presence of members of Vote Allegheny and The League of 
Women Voters.  We also conducted manual L&A on several hundred iVotronics. 
These tests also proved to be 100% accurate.  The PEBs were read into ERM, and 
the testing proved to be 100% accurate.   
 
Network Security Report 
 
 
 
 
 
Firmware Verification  
 
PRE ELECTION VERT 2008 GENERAL 
 
POST ELECTION VERIFICATION  EX SUMMARY 
 
Rovers  
 
For the General Election of 2008, we had 143 rovers, just four short of our goal.  
 
Recommendation: Explore the aspect of using union workers as rovers and 
laborers since we are presently hiring temporary employees to install ramps and 
set up accessibility items.  We require that the temporary employees attend a 
training session the day before the election to practice setting up the equipment 
and explain the scope of the job. If we utilized full-time employees, there would 
be consistency from election to election.  This action would eliminate the training 
session, and we would have better accountability of their work. 
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Executive Summary 
 
Solutionary was asked to verify that the election tabulation network and associated devices were 
not connected to any other networks.   This was accomplished by: 
 


• Checking Ethernet ports in the room where the equipment is located in order to verify 
they are not connected to the election tabulation network 


• Verifying that none of the machines were connected to an external wireless network 
• Tracing all cables connected to the election tabulation network’s switch in order to verify 


they were connected to permitted devices 


Observations 
 
Solutionary arrived on-site at approximately 9:30 AM on November 3, 2008.  At this time, the 
consultant was escorted into the room where the election tabulation network is located.  The 
consultant did not connect any devices to the election network.  The consultant left the room at 
approximately 10:00 AM on November 3, 2008. 
 
The following diagram shows the election tabulation network as it was configured at the time the 
consultant left the premises: 
 


 
 


Figure 1 - Election Tabulation Network Configuration 
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Solutionary recorded the following observations about the network and facilities: 
 


• All devices are connected via Ethernet to a Dell PowerConnect 2716 switch. 
• All devices are on the same subnet (192.168.1.0/24). 
• Miscellaneous cabling, office supplies, and equipment were present in the room. 
• The room has internal video surveillance as well as an external proximity card reader. 
• The Dell PowerConnect 2716 switch has no configuration or management interface.  It 


has no logging capabilities, nor is it capable of reporting information about attached 
devices beyond link speed and duplex (via front-panel LEDs).   


• There were no signs of any Ethernet ports in the walls of the room. 
• No sign-in log was present for the room where the elections tabulation network is located. 
• 16 external modems were connected to the DAM and DAM2 systems (8 modems each). 
• A separate network consisting of 5 systems was set up to duplicate flash cards.  The 


consultant verified this network was separate from the tabulation network, however did 
not attempt any further review as this network was out of scope. 


 
Solutionary did not examine: 


• Physical access controls 
• Video surveillance systems 
• Configuration of systems connected to the election tabulation network (beyond basic 


hardware and network configurations) 
• The contents or security controls of an adjoining room 
• Modems attached to any systems or associated dial-in access 


Recommendations 
 
Insufficient monitoring is present for Solutionary to independently determine that the election 
tabulation network’s configuration did not change following the initial review.  A second review of 
the network’s configuration will be performed following the election.  However, the results of the 
second review will only establish that the network’s configuration is the same as the initial review.  
The observations from both reviews may be used in conjunction with other materials (such as 
video surveillance, change control documentation, card access logs, sign-in logs, etc) to provide 
assurance of the network’s configuration during the interim period. 
 
The following additional measures should be considered and adopted as appropriate: 
 


• Utilize a switch with sufficient logging and access control capabilities. 
• Remove any unnecessary equipment and cabling from the room. 
• All personnel should sign a sign-in log prior to entry. 
• Properly monitor and control access to video surveillance equipment. 
• Institute change control procedures for all equipment used on the election tabulation 


network. 
• Properly control the movement of all equipment (including all types of removable media, 


such as flash/SD cards, floppy disks, CDs, DVDs, USB or ‘thumb’ drives, etc) into and 
out of the room.  Any equipment that enters or leaves should be recorded in a written log 
with the purpose of the equipment stated.  Any removable media which enters or leaves 
should be scanned for viruses and have its contents verified. 


• Use group policies to enforce firewall, event logging, and password policies on all 
machines in the elections.local domain. 
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Conclusions 
 
Assurance of the tabulation network’s configuration can only be given if both reviews are used in 
conjunction with other records as noted above. 
 
Solutionary appreciates this opportunity to work with the County of Allegheny and looks forward 
to future engagements. 
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1. EXECUTIVE SUMMARY: ALLEGHENY COUNTY ES&S 
IVOTRONICS FIRMWARE VERIFICATION STUDY 


The Allegheny County, Pennsylvania Department of Elections requested SysTest Labs States 
Consulting Group to provide the ES&S iVotronic firmware 9.1.4.1 trusted build from the 
SysTest Labs archive, verify the trusted build against the Secretary of State’s copy, provide a 
protocol and verification method for the Allegheny County staff, demonstrate the protocol 
and method to be accurate and true through applying the verification protocol to eighteen 
(18)  iVotronic DRE voting machines on location at the Allegheny County Department of 
Elections warehouse at 901 Pennsylvania Ave., Pittsburgh, Pennsylvania.   


To SysTest Labs knowledge Allegheny County is the first jurisdiction in the United States to 
perform such an in-depth firmware verification of the ES&S iVotronic firmware.   
 


Study’s Focus 
The focus of the exercise was four fold: 


1. Compare and verify that the iVotronic firmware version 9.1.4.1 trusted build, as 
delivered and maintained in escrow by the Pennsylvania Secretary of State, is an 
exact and true copy of the NVLAP federally certified  iVotronic firmware version 
9.1.4.1 trusted build. 


2. Review the ES&S and Vote Allegheny verification protocols and establish for the 
Allegheny County Department of Elections a verification methodology and 
protocol based on quality testing best practice and SysTest Labs voting systems 
knowledge as an Independent Testing Lab.   


3. Test and refine the SysTest Labs’ methodology and protocol on location and in a 
controlled environment under observation of Allegheny County Department of 
Election staff and a representative of the Secretary of State’s Office. 


4. Provide verification protocol instructions, written and demonstrated, for 
Allegheny County Department of Election staff. 


 


Study’s Concentration 
SysTest Labs’ personnel will independently establish a repeatable and validated verification 
protocol to verify that the ES&S firmware version 9.1.4.1 in escrow by the Secretary of 
State’s office and resident on the Allegheny County iVotronic Direct-Recording Entry (DRE) 
- touch screen voting device – are exact, true and unaltered versions of the certified firmware 
source code. 


 


Study’s Phases 
SysTest Labs organized the project into four primary phases, each incorporating the 
flexibility to accommodate additional requirements as they may have become known.  The 
general strategy employed was comprised of the following aspects: 
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a. Develop a protocol for testing that will verify before and after an election that the 
9.1.4.1 firmware on the iVotronic DRE is the true, certified version of the 
firmware and has not been altered; 


b. Setup, configure and control the verification environment and the parameters 
associated with each verification cycle that was determined to be necessary to run; 


c. Execute multiple verification cycles; 


d. Conduct reviews and analyses of all verification results and anomalies obtained 
during the multiple verification execution cycles; 


e. Advise the County on possible root cause(s) of any and all anomalies; and 


Prepare and deliver a report of the verification activities, the results of all verification 
executions, and conclusions and recommendations for a verification protocol; including 
written and demonstrated instruction 


 


Findings 
SysTest Labs was engaged by the Allegheny Department of Elections on site at 901 
Pennsylvania Ave., Pittsburgh, PA from October 16, 2008 through October 20, 2008; the 
purpose of the engagement was to establish a best practice methodology for protocol and 
verification of the ES&S iVotronic firmware version 9.1.4.1 that is resident on the Allegheny 
County iVotronic population.  


On October 20, 2008, SysTest Labs’ State Consulting Group personnel completed the 
verification process of the firmware on eighteen (18) Allegheny County iVotronics chosen at 
random from the population of 4700 machines. It is the findings of SysTest Labs that the 
firmware version 9.1.4.1 residing on the eighteen (18) randomly chosen machines do 
represent the population, and furthermore, that the firmware version is an exact, true, and 
unaltered version of the NVLAP federally certified trusted build as held in archive at SysTest 
Labs and in escrow by the Secretary of State.  
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1. EXECUTIVE SUMMARY: ALLEGHENY COUNTY ES&S 
IVOTRONICS FIRMWARE VERIFICATION STUDY 


The Allegheny County, Pennsylvania Department of Elections requested SysTest Labs’ 
States Compliance Consulting Group to verify that twenty (20) ES&S iVotronic DRE voting 
machines, randomly selected from the counties 4700 devices, have in residence on the U1 
designated Electronic Erasable Programmable Read Only Memory (EEPROM) chip the 
firmware version 9.1.4.1 and that all applied firmware versions are accurate and true to the 
State of Pennsylvania’s Trusted Build as held in escrow by the Secretary of States Office in 
Harrisburg.  The exercise was to be accomplished by applying verification protocol tests and 
to be performed on location at the Allegheny County Department of Elections warehouse; 
located at 901 Pennsylvania Ave., Pittsburgh, Pennsylvania. This exercise was a post-
election audit follow-up to the pre-election firmware audit performed by SysTest Labs’ 
States Compliance Consulting Group on October 16, 2008 through October 20, 2008.  


To SysTest Labs’ States Compliance Consulting Group’s knowledge Allegheny County is 
the first jurisdiction in the United States to perform such an in-depth pre and post-election 
firmware verification of the ES&S iVotronic firmware.   
 


Study’s Focus 
The focus of the exercise was: 


1. To verify the firmware version 9.1.4.1, resident in twenty (20) randomly chosen 
ES&S iVotronics DRE voting devices are exact, true and unaltered versions of the 
certified firmware source code in escrow by the Secretary of State’s office. The 
randomization process was established by third party Election Advocates.  


2. The verification methodology and protocol was to be based on verification & 
validation testing best practice established by SysTest Labs’ States Compliance 
Consulting Group’s voting systems analysts, with the inclusion of 
recommendations from the VoteAllegheny: iVotronic Software Verification 
Protocol: Allegheny County Proposals document. The verification protocol, 
known as the ‘Allegheny County iVotronic Firmware Verification Protocol’, was 
to be applied on location and in a controlled environment under the observation of 
Allegheny County Department of Election staff and representatives of Election 
Advocacy Groups. 


 


Study’s Concentration 
SysTest Labs’ States Compliance Consulting Group analysts were tasked to independently 
apply a repeatable and validated verification protocol to verify that the ES&S firmware 
version 9.1.4.1 in escrow by the Secretary of State’s office and resident on the Allegheny 
County iVotronic Direct-Recording Entry (DRE) - touch screen voting device – are exact, 
true and unaltered versions of the certified firmware source code. 
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Study’s Phases 
SysTest Labs States Compliance Consulting Group organized the project primary phases, 
each incorporating the flexibility to accommodate additional requirements as they may have 
become known.  The general strategy employed was comprised of the following aspects: 


a. Setup, configure and control the verification environment and the parameters 
associated with each verification cycle; 


b. Apply the protocol to verify that after the November 2008 election that the 9.1.4.1 
firmware on the iVotronic DREs is the true, certified version of the firmware and 
has not been altered; 


c. Execute twenty (20) verification cycles; 


d. Conduct reviews and analyses of all verification results and anomalies obtained 
during the twenty (20) verification execution cycles; 


e. Advise the County on possible root cause(s) of any and all anomalies; and 


f. Prepare and deliver a report of the verification activities, the results of all 
verification executions, and conclusions and recommendations in Executive 
Summary and Final Report formats. 


Findings 
SysTest Labs States Compliance Consulting Group was engaged by the Allegheny 
Department of Elections on site at 901 Pennsylvania Ave., Pittsburgh, PA on December 22, 
2008; the purpose of the engagement was to apply the ‘Allegheny County iVotronic 
Firmware Verification Protocol’ for verification of the ES&S iVotronic firmware version 
9.1.4.1 that is resident on the Allegheny County iVotronic population.  


On December 22, 2008, SysTest Labs’ State Consulting Group analysts completed the 
verification process of the firmware on twenty (20) Allegheny County iVotronics chosen at 
random from the population of 4700 machines. It is the findings of SysTest Labs that the 
firmware version 9.1.4.1 residing on the twenty (20) randomly chosen machines, by a 
method devised by David Eckhardt and Kami Vaniea of Carnegie Mellon University, do 
represent the population, and furthermore, that the firmware version as resident on the U1 
designated Electronic Erasable Programmable Read Only Memory (EEPROM) chip is an 
exact, true, and unaltered version of the NVLAP federally certified trusted build as held in 
archive at SysTest Labs and in escrow by the Pennsylvania Secretary of State in Harrisburg, 
PA.  
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The sign-up sheet for rovers should also state the training dates and possibly a brief 
overview of the job. This would give new rovers a general idea of what is involved and 
clear up some questions that they may have.   
 
Call Center  
 
The 2008 General Election Call Center Statistical Report, in comparison with the 
2007 General Report, reflects an overall decrease in the technical calls received.   
  
Our election officers and voting machine technicians are becoming more 
proficient with the implementation and operation of the iVotronic voting 
machines.  Support calls traditionally received for “opening problems”, “printing 
zero tape”, “closing problems” and “printing final results tape” decreased by at 
least 50%. A significant factor contributing to this decrease is the specialized 
classes designed for the voting machine technician which was introduced during 
the Primary 2008 Election. 
  
For the 2008 General Election, we launched an Operations Training Class 
(paperwork class), which focused on these concerns shared by the election 
officers and which were reflected in the 2007 Call Center Report.  Given the 
heightened number of registered voters of 42,286 from Primary 2008 to General 
2008, we anticipated an increase in the number of support calls to the Call Center 
for issues surrounding Admin./Paperwork.  Other issues also had an impact on 
this number such as new elections officers and the overall atmosphere of the 
Presidential Election.  Additionally, the elections officers telephoned the Call 
Center due to the new procedural directives which were included in the Election 
Officer’s Reference Manual Election and taught during the various classes.  
Consequently, the 2008 Call Center Report for the General Election did reflect an 
increase in calls to Admin/Paperwork by approximately 50%. However, it 
generally takes at least two elections before the information learned is positively 
replicated in the results. 
 
In terms of structure, a centralized Call Center system consisted of seven 
operators who captured the pertinent information and transferred support calls 
to Level II operators, five ES&S representatives and two County Warehouse 
personnel for resolution.  ES&S was primarily responsible for answering 
technical calls, and County Warehouse personnel dispatched leadmen and 
rovers, accordingly. Increased calls regarding paperwork issues required Level II 
County Warehouse personnel to frequently dispatch leadmen and rovers.  
Moreover, the demand required us to quickly educate Level II ES&S 
representatives about the dispatch procedures so that they could assist in their 
deployment.  
  
Recommendation:  For the upcoming 2009 Primary, increase the knowledge base 
of the Level I operators who will not only capture the general information but 



also have at their station a manual for those calls that do not require an in-depth 
response. All information not covered in the manual will be transferred to Level 
II appropriately.  
  
Pay-Station 
 
The Controller’s Office enlisted twenty volunteers to staff the regional centers for 
the purpose of collecting the poll worker pay sheets.  The staff worked from  
8:00 P.M. to approximately 11:00 P.M. collecting all pay sheets and transporting 
them to the Controller’s Office for processing that began at 7:00 A.M. the 
following morning.  As a result, poll workers and constables were paid in days 
rather than in weeks. 
 
2008 Election Officer Survey 
 
The Allegheny County Elections Division mailed an Election Officer Survey to 
over 6,600 elections officers.  Of the surveys received over 95% rated key areas in 
the Elections Division process as “good” to “excellent.” 
 
Parallel Test 
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