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ADMINISTRATIVE PROVISION  

This Contract Specifications Manual provides terms and conditions which are applicable to 

all AGREEMENTS entered into between ALLEGHENY COUNTY DEPARTMENT OF 

HUMAN SERVICES (Hereinafter COUNTY or DHS) and a contracted CONTRACTOR OR 

SUBRECIPIENT/ vendor/individual (hereinafter CONTRACTOR (OR SUBRECIPIENT FOR 

HUD PURPOSES)).  By reference in Exhibit D of the AGREEMENT this manual is 

incorporated therein.  

  

Additional terms and conditions specific to a program or funding stream will be found in 

additional manuals referenced in Exhibit D of the AGREEMENT.  

  

The terms, conditions, forms and procedures set forth in this and all specification manuals 

are subject to change from time-to-time as required by law and shall be amended or modified 

by written notification from the COUNTY to the PROVIDER.  

  

With respect to all provisions of the AGREEMENT wherein the obligated party is stated to be 

the COUNTY, the parties agree:  

  

A. The services rendered and facilities offered through the AGREEMENT are subject to all 

applicable provisions of Local, State and Federal law and regulations related to the 

provision, delivery, and funding of services to consumers of Allegheny County Department 

of Human Services.  Said laws and regulations will include but not be limited to those 

promulgated by the source of funds and those published in the program office 

specifications manual(s) referenced in Exhibit D of the agreement.  

  

B. The CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) for and in 

consideration of the compensation hereinafter set forth in Exhibit B, agrees to provide 

services to the COUNTY.  
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PROVISION OF SERVICES 
  
Any changes to the services under the AGREEMENT that result in changes in the approved 

activities or the location of activities or the addition, reduction or deletion of services to be 

purchased by the COUNTY from the CONTRACTOR (OR SUBRECIPIENT FOR HUD 

PURPOSES) under the AGREEMENT must receive prior written approval from the DHS 

Director.  

  

CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) requesting change must 

submit a written request to the DHS Director and the Deputy Director for the DHS Office 

associated with the funding of the service at least ninety (90) days prior to the anticipated 

change.  

  

Note that reductions in service may result in reduction in funding as more fully stated in 

Exhibit B, Payment Provisions.  

  

UNUSUAL INCIDENTS 
  
CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) will report all unusual 

incidents to the COUNTY orally or via email within 24 hours of the incident and follow-up with 

written notice within 5 business days.  The report shall include, but not be limited to, the 

nature of the incident, any investigation that has or will occur, and any follow-up or corrective 

action required.  Where the fund source has specific regulatory requirements for unusual 

incidents, they shall also be adhered to in order for CONTRACTOR (OR SUBRECIPIENT 

FOR HUD PURPOSES) to be considered in compliance with this requirement.  

  

 An unusual incident for purposes of this provision, shall include, but not be limited to:  

 Abuse or suspected abuse of an individual.  

 Injury, trauma or illness requiring inpatient hospitalization that occurs while the individual 

is at the CONTRACTOR’s (OR SUBRECIPIENT’s FOR HUD PURPOSES) facility or 
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under the supervision of the CONTRACTOR (OR SUBRECIPIENT FOR HUD 

PURPOSES).  

 A suicide attempt by an individual.  

 An individual whose absence is unaccounted for and is therefore presumed to be at risk.  

 The misuse or alleged misuse of an individual’s property or funds.  

 An outbreak of a serious communicable disease.  

 Any incident requiring the services of a fire department or law enforcement agency.  

 A condition, except for snow or ice, that results in closure of the facility for more than one 

scheduled day of operation.  

    

LICENSURE/CERTIFICATION  
  

A. CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) shall maintain current 

documentation of its approval or licensure by any/all applicable and appropriate 

government entity/ies for service(s) and facilities herein agreed upon and shall provide 

copies of said license(s)/certificates to the County at the time of AGREEMENT, 

AGREEMENT renewal or upon request.  

  

B. CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) shall notify the COUNTY 

immediately by phone of any loss of licensure/certification for any of the service(s) and 

facilities provided to the COUNTY under the terms of this AGREEMENT.  The 

CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) shall follow-up said 

notification with written verification within five (5) working days.  

  

C. CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) shall notify the COUNTY 

in writing within five (5) working days of any action by any government entity which 

results in a less than full license/certification/approval for any of the service(s) and 

facilities being provided to the COUNTY under the terms of this AGREEMENT.  The 

COUNTY may request copies of all Plans of Correction.  
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TRAVEL REIMBURSEMENT POLICY  
  
Unless otherwise stated in Exhibit B of the Agreement or within the program/funding stream 

specifications manual, CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) shall 

adhere to the COUNTY travel policy, including limits of reimbursement for meals, lodging 

and transportation.  

  



Page 7 of 53 

LIMITED ENGLISH PROFICIENCY (LEP) or ENGLISH LANGUAGE 
LEARNERS (ELL) COMMUNICATION 
CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) shall take reasonable steps 

to ensure resources are secured and/or made available for participants/consumers/clients 

with Limited English Proficiency or English Language Learners or other communication 

barriers at no cost in accordance with Title VI of the Civil Rights Act of 1964. Such actions 

shall include but not be limited to assessing the need for interpreters, translators, other aids 

needed, identifying internal and external resources to meet identified needs, and accessing 

services contracted by COUNTY through their assigned contract monitor(s).

DHS STANDARDS OF PRACTICE 

DHS has issued a series of Standards of Practice, which are fundamental guidelines that 

help to ensure that DHS and CONTRACTOR (or SubRecipient for HUD purposes) staff are 

using the best practices and honoring regulatory requirements in their work with the 

individuals they serve and with their colleagues. The CONTRACTOR (OR SUBRECIPIENT 

FOR HUD PURPOSES) shall be responsible for implementing and adhering to these and 

future Standards, as is relevant to service provision, across their service array. Standards 

of Practice can be found on the internet at: 

http://www.alleghenycounty.us/Human-Services/Resources/Doing-Business/Standards-of-

Practice.aspx 

CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) 
CORPORATE NAME CHANGE OR MERGER 

If CONTRACTOR OR SUBRECIPIENT is changing their Corporate Name or is merging 

with or purchased by another entity, the following documents must be submitted to the 

DHS Director:  Notification Letter on CONTRACTOR’s (or SubRecipient’s for HUD purposes) Letterhead,

including date of change, signed by CEO and/or Board Chairman at least 30 days prior to

the change.
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 Copy of Board Minutes authorizing change (if merger, minutes from both entities) 

 Copy of IRS Verification of Change 

 
CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) 
ADDRESS CHANGE 

 
If CONTRACTOR OR SUBRECIPIENT is changing the address of any of their locations 

associated with their contract with DHS (including headquarters, facility and payment 

addresses), written notification on the CONTRACTOR’s (or SubRecipient’s for HUD 

purposes) letterhead must be provided to DHS Director, and the 

CONTRACTOR’s/SUBRECIPIENT’S assigned DHS Contract and Fiscal Lead at least 30 

days in advance of said change. The Contract and Fiscal Lead information can be found on 

the CONTRACTOR’s Master Provider Enterprise Repository (MPER) contacts page. DHS 

will update the MPER billing address and notify the County Controller upon receipt of written 

notice from the CONTRACTOR (or SubRecipient for HUD purposes) of address change. 

  

MODIFICATIONS/AMENDMENTS/BUDGET REVISIONS  
  

It is the policy of the Allegheny County Department of Human Services, that CONTRACTOR 

(or SubRecipient for HUD purposes) may not re-budget funds without express consent of the 

County.  To distinguish the criteria for which contract modification, budget revisions and 

amendments are required, the following are to be followed (unless otherwise addressed in 

the program/fund source specifications manual):  

  

A. Multiple Projects/Programs within one or through many agreements – If DHS funds 

multiple programs/projects with the same CONTRACTOR (or SubRecipient for HUD 

purposes), either within one agreement or through multiple agreements, the 

CONTRACTOR (or SubRecipient for HUD purposes) MAY NOT move funds from one 

program/project to another program/project without prior, written approval from DHS and 

an amendment to the agreement, regardless of the amount proposed to be moved.  Each 
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program/project is to have its own unique budget and funds are not to be shifted between 

projects.  

B. Modification or amendment to the agreement for the following activities requires 

authorization by the County’s Executive Action and contract execution process:  

  1. Additional Funding (increasing the overall agreement amount)  

  2. Altering the period of time of the agreement  

  3. Significant changes to the scope of services (workstatement) including outcomes, client 

groups, number of clients to be served, altering, closing or adding service locations 

and/or target communities.  

The DHS Fiscal Management Bureau may not reimburse any costs that exceed the 

modified line items.  Further, payment may not be rendered for services not included in the 

workstatement(s), Exhibit A.  

To secure such a modification/amendment, the CONTRACTOR (or SubRecipient for HUD 

purposes) should submit their request for change to the DHS Program Deputy Director.  

The DHS staff will authorize or deny the request and follow-up with the request for 

Executive Action, etc.  

C. Budget Revisions which do not increase the total contract amount require a letter of 

agreement between the DHS Director and CONTRACTOR (OR SUBRECIPIENT FOR 

HUD PURPOSES). Condition which may necessitate the budget revisions include, but 

may not be limited to:  

 1. Reductions in total contract amount which will result in the COUNTY Contracts Unit 

issuing a letter of modification for the CONTRACTOR’s (OR SUBRECIPIENT’s FOR 

HUD PURPOSES)’s signature.  

  2. Line item budget changes exceeding 10% of the total budget per program or the total 

amount of the change exceeds $30,000, whichever is less based upon the originally 

approved budget; said revisions should be initiated by a letter from CONTRACTOR (OR 

SUBRECIPIENT FOR HUD PURPOSES) to DHS Director.  

  3. Moving any amount of funding from program/service line items to administrative lines.  

D. Minor Budget Revisions which do not increase the total contract amount and meet the 
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following criteria, only require written notification from CONTRACTOR (OR 

SUBRECIPIENT FOR HUD PURPOSES) to DHS Director:  

  1. Line item budget changes that are less than 10% of the total budget per program or 

an aggregate amount less than $30,000 provided the shift in funds does not apply to any 

administrative line.  

2. Minor changes or error/corrections to the budget or workstatement. 

 

MONITORING AND EVALUATION 
DHS assigned staff shall, as needed, monitor the terms of this AGREEMENT and evaluate 

the services provided by CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES). 

Monitoring and evaluation shall include but not be limited to:  

 

 Reviews of performance reports 

 Outcome data/reporting 

 Client data collection (where applicable) 

 Monthly invoices submitted for payment 

 On-site reviews of CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) files 

including client files, personnel files and financial records 

 Assessment of quality of service 

 Client interviews 

 

CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) agrees that it will permit 

representatives of the COUNTY and/or the funding source to review and examine at any and 

all times the quality of work being carried out by CONTRACTOR (OR SUBRECIPIENT FOR 

HUD PURPOSES) under this AGREEMENT. 

 

SUBMISSION OF CERTIFIED AUDIT 
PURPOSE:  
To establish policy and guidance on remedial action to be taken when CONTRACTORs 

OR SUBRECIPIENTs receiving DHS funding do not comply with Uniform Administrative 
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Requirements, Cost Principles, and Audit Requirements for Federal Awards, GAGAS 

(Yellow Book), Pennsylvania Department of Human Services, and Department of Health, 

Bureau of Drug and Alcohol Programs requiring submission of a Certified Audit in the 

prescribed time period.  
 

SCOPE: 
All CONTRACTORs OR SUBRECIPIENTs expending in excess of $750,000 of Federal 

Funds, $750,000 of combined Federal and State DHS Funds, and $500,000 of 

Department of Drug and Alcohol Programs funding, are required to submit an audit, 

prepared by a certified public accountant, by no later than nine months from the end of 

the CONTRACTOR (or SubRecipient for HUD purposes)’s fiscal year end.  

 

CONSIDERATIONS: 
CONTRACTOR (or SubRecipient for HUD purposes) failing to submit a Certified Audit by 

the due date will be subject to a progressive series of remedial actions.  The remedial 

action will be tailored to the unique aspects of each CONTRACTOR (or SubRecipient for 

HUD purposes), giving consideration to: the type of financial assistance, nature of 

assistance, frequency of assistance, nature and severity of the noncompliance, prior 

experience with the CONTRACTOR (or SubRecipient for HUD purposes), their ability to 

administer the program, and reasons and justification for the CONTRACTOR (or 

SubRecipient for HUD purposes)’s inability to comply.   
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PROCEDURE: 
Certified audits are due to the DHS by no later than nine months after the 

CONTRACTOR (or SubRecipient for HUD purposes)’s fiscal year ends; audits should be 

mailed to: 

 

  Allegheny County Department of Human Services 
  Office of Administration, Bureau of Contracts and Compliance 
  ATTENTION:  COMPLIANCE UNIT 
  One Smithfield Street, Suite 300 
  Pittsburgh PA 15222 
 

If a CONTRACTOR (or SubRecipient for HUD purposes) does not submit a Certified 

Audit, the following process will be followed: 

 

• 30 days late, the Compliance Manager will contact the CEO regarding the 

outstanding Certified Audit.   

• 60 days late, The Bureau Administrator will contact the CEO regarding the 

outstanding Certified Audit. 

• 90 days late, the Bureau Administrator will notify the CONTRACTOR (or 

SubRecipient for HUD purposes) in writing or telephone call regarding the 

requirements to submit a Certified Audit. 

• 120 days late, the Deputy Director of Administration will confer with the Program 

Deputy, Executive Deputy Director and Director to determine the next steps, i.e., 

suspension of service, probation, or withholding of payments.  
 

EXTENSIONS: 
If the Audit Report cannot be submitted by the due date, a written request for an 

extension must be submitted to the Administrator, Allegheny County DHS Bureau of 

Contracts and Compliance before the due date. 

 



Page 13 of 53 
 

FRAUD WASTE AND ABUSE 
 

The Allegheny County Department of Human Services (DHS) has zero tolerance for the 

commission or concealment of acts of fraud, waste or abuse by its contracted direct 

CONTRACTORs OR SUBRECIPIENTs. 

 

Therefore, all DHS direct CONTRACTORs OR SUBRECIPIENTs will be required to 

develop a comprehensive Fraud, Waste and Abuse policy. 

 

DEFINITIONS 
 
Fraud is defined in two basic categories; intentional misstatement of financial information 

and misappropriation of assets (or theft).   Fraud is an intentional deception or 

misrepresentation made by an entity or person with the knowledge that the deception 

could result in some unauthorized benefit to the entity or him/her or some other person.  

Fraud may be found under the following conditions (the following is intended as an 

example, and is not intended to be all inclusive): 

• When a CONTRACTOR (or SubRecipient for HUD purposes) submits a bill for a 
service that was not provided 

• When a CONTRACTOR (or SubRecipient for HUD purposes) bills for a time 
period greater than the time actually spent with the client 

• When a CONTRACTOR (or SubRecipient for HUD purposes) bills for the 
provision of service that did not meet the service definitions, performance 
specifications, State or Federal regulations, or accreditation standards customarily 
recognized in the industry 

• Other related claims or care management issues that may involve intentional 
deception or misrepresentation as referenced above 

 
 
Waste means the thoughtless or careless expenditure, consumption, mismanagement, 

use, or squandering of resources owned by the DHS to the detriment or potential 

detriment to the DHS.  Waste also includes incurring unnecessary costs because of 

inefficient or ineffective practices or controls.   
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Abuse means the excessive or improper use of something, or the use of something in a 

manner contrary to DHS policy; misapplication; maltreatment; extravagant or excessive 

use.  Abusive acts would include any practice that is inconsistent with sound fiscal; 

business; professionally recognized or DHS practice, and result in unnecessary costs to 

the DHS. 

 
EXAMPLES 
 

• Intentionally invoicing the DHS for services that were not rendered. 
• Overbilling the DHS for services rendered. 
• Expending agency funds for personal use. 
• Forgery or alteration of documents (checks, contracts, purchase orders, invoices, 

time sheets, leave records, etc.). 
• Misrepresentation of information on documents. 
• Theft, unauthorized removal, or willful destruction of DHS records or DHS 

property. 
• Misappropriation of funds, equipment, supplies, or any other asset. 
• Improprieties in the handling and reporting of financial transactions. 
• Serious abuse of work time such as unauthorized time away from work, 

falsification of work hours reported, or excessive use of work time for personal 
business. 

• Authorizing or receiving payments for goods not received or services not 
performed. 

• Vendor kickbacks. 
• Authorizing or receiving payment for hours not worked. 
• Misuse of authority for personal gain. 
• Any computer-related activity involving the alteration, destruction, forgery or 

manipulation of data for fraudulent purposes. 
 
APPROACH 
 
The DHS will require all contracted CONTRACTORs OR SUBRECIPIENTs to develop a 

Fraud, Waste and Abuse policy and assign a Fraud, Waste and Abuse Coordinator.  The 

coordinator will be responsible for development and enforcement of the policy.   

 

The policy must include definitions and examples of Fraud, Waste and Abuse; internal 

accounting controls in place to prevent accounting errors or omissions; internal review 
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procedure for detecting errors or omissions; and a confidential means for reporting an 

incident or suspected incident of Fraud, Waste and Abuse. 

 

The policy must be written and provided to all employees.  The training of employees 

should be documented and evidenced by the signature of each person completing the 

training and date of the training.   A listing of employees that have completed the training 

should be available to the DHS Fiscal and Program Monitors for review. 

 

This policy must include instructions on how an incident should be reported.  It must also 

include information on the Whistleblowers Protection Act.   

 

REPORTED INCIDENT 

When an incident of Fraud, Waste and Abuse is detected/reported, a preliminary report 

should be made with the agency’s Executive Director, Board of Directors and the 

Allegheny County Department of Human Services’ Director’s Action Line, at 1-800-862-

6783.  A thorough investigation should commence, with the results being reported to the 

Agency Director, Board of Directors and the Department of Human Services. 
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MINIMUM COMPUTER/TECHNOLOGY REQUIREMENTS 

Unless otherwise noted in the program/funding source specifications manual, all 

CONTRACTOR (or SubRecipient for HUD purposes) and vendors shall maintain, at a 

minimum, the following technological capacities: 

 

Email  

 Email capabilities and provide DHS with at least one valid email address for contact. 

This email address must be kept current by the CONTRACTOR (or SubRecipient for 

HUD purposes) in the Master Provider Enterprise Repository (MPER). 

 

MPER 

CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) shall comply with the 

requirements of the DHS Master Provider Enterprise Repository (MPER) as more fully 

put forth in the MPER Specifications Manual, referenced in Exhibit D of the 

AGREEMENT and incorporated therein.  

KIDS 

If the CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) renders 

services/goods for the Office of Children, Youth and Families and/or the Court of 

Common Pleas, Family Division, Juvenile Section (Juvenile Probation), the 

CONTRACTOR (OR SUBRECIPIENT FOR HUD PURPOSES) must comply with the 

functional requirements of KIDS (Key Information and Demographics System).  

Further information regarding KIDS compliance can be found in the Office of Children, 

Youth and Families Contract Specifications Manual. 

 

 

Laptop Processor: Intel® Core™ i5-6300 CPU @ 2.4Ghz (Minimum) 
Intel® Core™ i7-6650 CPU @ 2.20Ghz (Recommended) 

 
Desktop Processor: Intel® Core™ i5-6300 CPU @ 2.4Ghz (Minimum)  

Intel® Core™ i7-6650 CPU @ 2.20Ghz (Recommended) 
 
Memory: 8GB (Minimum) 

16GB (Recommended) 
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Video Card:   Video card must be able to support & sustain screen resolution: 1024x768 
32bit colors with a refresh rate of at least 60Hz (Minimum) 
 
Monitor: 19” Flat panel or higher, capable of 1024x768 32bit color with a refresh rate of 

at least 60Hz (Minimum) 
24” Flat panel, capable of 1280x1024 32bit color with a refresh rate of at least 
60Hz (Recommended) 

 
Hard Drive:   500GB SSD (Recommended) 
 
Media:   CD-R/DVD (Recommended) 
 
Laptops:   802.11 b/g internal or external high speed 3G/4G air card (Minimum 
recommended for mobile computing) 
 
Network Adaptor:   Network Ethernet Adaptor 100/1000mbps (Recommended) 
 
Operating System: Microsoft Windows 7 Professional (Minimum) 

Microsoft Windows 10 Professional (Recommended) 
 
Laptop Warranty:   3 yr. onsite or direct ship next business day with insurance against drops 
and spills. (Recommended) 
 
Desktop Warranty:   3yr. next business day (Recommended) 
 
Desktop Software: 
Microsoft Office 2010 (Minimum requirement for Word reports) 
Microsoft Office 2016 (Recommended for Word reports) 
Internet Explorer 11 (Minimum required Browser for DHS Applications) 
Adobe Acrobat Reader X (Minimum requirement for PDF reports) 
Adobe Flash Player (Recommended) 
 
Internet:   High speed/Broadband Internet connection recommended for optimum user 
experience. 
 
Special Note: When purchasing a Laptop or Desktop computer; make sure that the 
selected equipment is classified as “Business Grade”. 
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Recommending removing this red section below: 

Pennsylvania Department of Drug and Alcohol Programs (DDAP) -- MINIMUM PERSONAL 

COMPUTER CONFIGURATIONS 

 

All CONTRACTOR (or SubRecipient for HUD purposes) receiving funds through DHS from 

DDAP must comply with the following minimum requirements as stated in the agreement 

between DDAP and the SCA:  

The parties agree that during the contract term, the minimum computer configurations shall 

be in accordance with the current Commonwealth minimum personal computer 

configurations in effect at the time of the computer purchase to ensure compatibility with the 

Commonwealth CONNECT network. The personal computer configurations are as follows:  

Pentium IV processor, 1.5 GHz or faster  

256 megabyte RAM 

40 Gigabyte hard drive 

16 megabyte AGP graphic card 

17" SVGA monitor 

48x internal ATAPI EIDE CD-ROM 

Intel 100 Mbps Network Interface Card 

Windows keyboard 

Wheel/Scroll mouse 

Windows 2000 Professional  

If such configurations change during the term of this contract Agreement, such changes shall 

become a part of this Contract Agreement and shall supersede any prior configurations. The 

SCA shall notify the subcontractor by letter of the subsequent configurations and the effective 

date of any such change.  
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INFORMATION TECHNOLOGY OPERATIONS 
 
DHS RESPONSIBILITIES: 
 
Access to Service Desk – hours, response time 
 
The DHS Service Desk support coverage hours are Monday through Friday from 7:30am to 
5pm excluding weekend and Holidays.  During regular business hours, calls will be answered 
by a Service Desk Representative.  During off hours, calls will be directed to voicemail and 
addressed by an after-hours support representative. General application support requests 
received after normal coverage hours will be immediately addressed by a DHS Service Desk 
representative the next business day. 

The DHS Service Desk can be contacted for support 

• by telephone at (412)350-HELP option 2, 
• by email at ServiceDesk@AlleghenyCounty.US 
• by facsimile at (412) 350-5220 
• or through the self-service portal at http://ServiceDesk.AlleghenyCounty.us 

 
Notice of Planned Down Time 
 
Planned down time may occur during weekday evenings for minor program fixes or over a 
weekend for application upgrades or major system repairs.   
 
For extended weekend planned downtime, an outage notice will be sent out 2 weeks in 
advance from the DHS Service Desk via e-mail to all application users with outage details.   
Subsequent reminders notices will also be sent one week and again one day prior to the 
beginning of a weekend outage.   
 
For weekday evenings planned downtime, an outage notice will be sent out 3 business days 
in advance from the DHS Service Desk via e-mail to all application users with outage details.  
A subsequent reminder notice will be sent out by noon on the day of the evening planned 
outage. 
 
Upon completion of the planned downtime, a completion notice will be sent from the DHS 
Service Desk via e-mail to all application users advising of open access to affected 
applications and systems. 
 
Alerting CONTRACTOR (or SubRecipient for HUD purposes) of System Failure 
 
CONTRACTOR (or SubRecipient for HUD purposes) will be immediately notified by the DHS 
Service Desk via e-mail of all DHS related system failures.  The DHS Service Desk will 
continue to update CONTRACTOR (or SubRecipient for HUD purposes) and system users 
on status of outage and expected repair times once the repair path has been determined.   

mailto:ServiceDesk@AlleghenyCounty.US
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The DHS Service Desk will notify all CONTRACTOR (or SubRecipient for HUD purposes) 
and Internal users via e-mail notice once the repair has been completed. 
 
Error Correction Times 
 
Problem resolution begins with first contact with DHS Service Desk.  Many issues are 
resolved with one phone call by our Level 1 Service Desk support team.  More complex 
issues requiring Level 2 and Level 3 support will take time for investigation.  Resolution of 
items escalated beyond Level 1 will be investigated, prioritized and addressed based upon 
priority, business impact, and level of effort.   Resolution maybe determined to be a data fix, 
a functional program repair, a business process adjustment, a training issue or a 
combination of any of these items.  Determining an effective repair may involve addressing 
all of these items and engaging, caseworkers, CONTRACTOR (or SubRecipient for HUD 
purposes), IT, admin and DHS Program Offices.   Once a resolution path has been 
determined, a plan of action will be communicated to the requestor by our Service Desk or 
Provider Resolution Team. 
 
 
Error Resolution - Escalation or Appeal Process 
 
In the event that an active DHS Service Desk ticket requires escalation, the DHS Service 
Desk should be contacted with an existing ticket number and request to speak with the DHS 
Service Desk Manager in charge, William Gross, who can then process the ticket escalation 
request as needed.     
 
Additional DHS Service Desk escalation contacts are: 
DHS Service Desk Manager, 412-350-5779 
Assistant Administrator of the Bureau of Information Systems Management, 412-350-5863 
Administrator of the Bureau of Information Systems Management, 412-350-5274 

In addition, the DHS Director’s Action Line (DAL) can be contact to for assistance with any 
DHS service concerns.    

The Director's Action Line, 1-800-862-6783, is staffed Monday through Friday, 8:00 a.m. to 
5:00 p.m. 

The DAL may also be contacted via email at DAL@alleghenycounty.us .  

 
99.9% Service Uptime Assurance 
 
The Department of Human Services (DHS) assures that DHS Applications will be up and 
running at least 99.9% of the time during any 12-month period excluding scheduled 
maintenance, system updates and application upgrades.  However, we cannot be held 
responsible for upstream network problems outside of our network and areas where DHS 
has no direct control, such as network CONTRACTOR (or SubRecipient for HUD purposes) 
failures, backbone provider failures, fiber-optic main line cuts, routing problems between 

mailto:DAL@alleghenycounty.us
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clients’ location and our data center. The uptime assurance is also not applicable if the 
service interruption was caused by any natural or unnatural events that DHS cannot directly 
influence.   
 
 
 
RESPONSIBILITIES OF DHS AND CONTRACTOR (OR SUBRECIPIENT FOR HUD 
PURPOSES)S 
 
 
HIPAA Security and Privacy 
 
CONTRACTOR (or SubRecipient for HUD purposes) is responsible for designating a HIPAA 
Security and Privacy Officer.   These officers will be responsible for coordinating HIPAA 
compliance for their business locations, including but not limited to: Annual Security Risk 
Assessments, Security Policies and Procedures, and annual HIPAA awareness training for 
staff.  The official HHS.gov website for HIPAA Professionals is http://www.hhs.gov/hipaa/for-
professionals/index.html . 
 
 
Announcement of Breaches 
 
It is the intent of the Department of Human Services to have in place reasonable security to 
prevent unauthorized access to DHS internal and external Department applications and 
services.  In the event that our security is breached, DHS will first contain the breach, assess 
the extent of the breach, and notify affected parties as required by Federal, State and Local 
regulations.   
 
It is the expectations that all CONTRACTORs OR SUBRECIPIENTs have in place 
reasonable security to prevent unauthorized access to internal and external applications, 
services and data.  In the event that CONTRACTOR’s (or SubRecipient’s for HUD purposes) 
security is breached, CONTRACTOR (or SubRecipient for HUD purposes) will first contain 
the breach, assess the extent of the breach, and notify affected parties including but not 
limited to DHS as required by Federal, State and Local regulations.   
 
Virus Protection 
 
CONTRACTOR (or SubRecipient for HUD purposes) must have supported and updated 
virus protection installed on any desktops, laptops, and other mobile devices utilized in 
providing DHS contracted services.  CONTRACTOR (or SubRecipient for HUD purposes) is 
expected to take reasonable precautions to assure their systems/computers are protected 
from viruses or other harmful technology.  Further, when a virus is detected, CONTRACTOR 
(or SubRecipient for HUD purposes) shall take action necessary to contain the virus and 
prevent the spread of the harmful contagion. 
 
Mobile Devices 
 

http://www.hhs.gov/hipaa/for-professionals/index.html
http://www.hhs.gov/hipaa/for-professionals/index.html


Page 22 of 53 
 

CONTRACTOR (or SubRecipient for HUD purposes) must have adequate security in place 
to properly secure mobile devices before allowing mobile CONTRACTOR (or SubRecipient 
for HUD purposes) users to access DHS applications via a mobile device including but not 
limited to Smartphones, iPads, and Android Tablets.  These devices should be 
password/PIN protected, encrypted and managed under a corporate Mobile Device 
Management System (MDM). 
 
Disaster Plan for system failure, loss of electrical power, access to internet 
 
The Department of Human Services (DHS) is actively developing a Disaster Recovery (DR) / 
Business Resumption plan that will provide for the continuation of business operations in the 
event a disaster would render a DHS facility inoperable. Our goal is to comply with Federal, 
State, Departmental, and other guidelines and regulations regarding disaster recovery and 
business continuity. The DHS mission to its customers is critically dependent on providing 
continued service regardless of adverse conditions that may affect business processing.  
DHS is actively working with the Allegheny County Division of Computer Services (DCS),   IT 
Service Vendors,  Applications Development Team, and DR Advisors to continue to develop 
and enhance our Disaster Recovery services, by use of such technologies as mobile 
services including Laptops, Tablets, and Smartphones, Data Backup off-site replication, 
Metro Ethernet services, VMware Server Virtualization including Vmotion, and Cloud 
Technology to ensure application continuity and minimal downtime due to unforeseen 
disastrous events. 
 
The CONTRACTORs OR SUBRECIPIENTs are expected to develop a written Disaster 
Recovery (DR) / Business Resumption plan that will provide for the continuation of business 
operations in the event a disaster would render a facility/system inoperable. The goal should 
be to comply with Federal, State, Departmental, and other guidelines and regulations 
regarding disaster recovery and business continuity. As a contracted CONTRACTOR OR 
SUBRECIPIENT the mission to serve customers is critically dependent on providing 
continued service regardless of adverse conditions that may affect business processing.  
CONTRACTORs OR SUBRECIPIENTs shall take reasonable steps to ensure application 
continuity and minimal downtime due to unforeseen disastrous events. 
 
User Account Management 
 
The Department of Human Services (DHS) is responsible for controlling access to 
applications hosted and provided externally to our CONTRACTORs OR 
SUBRECIPIENTs.  User accounts are an important part of these controls. 

DHS CONTRACTOR (or SubRecipient for HUD purposes) is responsible for requesting, 
changing, and terminating these accounts, but there will need to be interactions between 
DHS and CONTRACTOR (or SubRecipient for HUD purposes) to ensure this happens. To 
request, change or terminate an account the CONTRACTOR (or SubRecipient for HUD 
purposes) must submit an Information Systems Access Request (ISAR) form to the DHS 
Service Desk 
 

• by email at ServiceDesk@AlleghenyCounty.US 

mailto:ServiceDesk@AlleghenyCounty.US
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• or by facsimile at (412)350-5220 

DHS will provide quarterly reports to our CONTRACTOR (or SubRecipient for HUD 
purposes) listing active DHS application accounts. 
 
CONTRACTOR (or SubRecipient for HUD purposes) is required to review this list and notify 
DHS of any necessary changes. 
 
Individuals granted user accounts must comply with the County Computer Usage Policy 
which is included in this manual as Appendix A 

In the event that CONTRACTOR (or SubRecipient for HUD purposes) staff resign or are 
terminated by the CONTRACTOR (or SubRecipient for HUD purposes) agency, it is the 
responsibility of CONTRACTOR (or SubRecipient for HUD purposes) agency to notify the 
DHS Service Desk of the departure of agency staff and submit ISAR forms requesting 
account termination.   DHS assures that terminated CONTRACTOR (or SubRecipient for 
HUD purposes) agency staff’s access will be closed within 24 hours of receiving the 
completed ISAR termination notice and active case work has been transferred sufficiently by 
the CONTRACTOR (or SubRecipient for HUD purposes) agency. An ISAR form can be 
found in Appendix B of this manual or on the internet at 
http://www.alleghenycounty.us/dhs/applications.aspx. 
 
 
 
Process for Requesting New Features 
 
CONTRACTOR (or SubRecipient for HUD purposes) can request new features, functions 
and changes to the system by: 
 
 Submitting a written request to the Service Desk, or 
 Submitting a request through the DHS Service Desk self-service portal. 
 
Request for changes will be reviewed by the DHS Change Management team.  Following 
change management review, a request for new features may be denied, partially 
implemented, or fully implemented.  Responses to requests for new features, functions or 
changes to the system will be within 3 weeks of the date of the request.   
 
MASTER PROVIDER ENTERPRISE REPOSITORY (MPER) 
 
Detailed information about all Allegheny County Department of Human Services (hereinafter 
“Department”) contracted organizations and individuals (hereinafter “CONTRACTOR (or 
SubRecipient for HUD purposes) is maintained in the Master Provider Enterprise Repository 
system which is referred to as MPER.  This includes CONTRACTOR (or SubRecipient for 
HUD purposes) who have contracts and/or letters of agreement with the Department or who 
contract with the Department on behalf of the Court of Common Pleas. 
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When a new CONTRACTOR (or SubRecipient for HUD purposes) is added to MPER, there 
are several pieces of information that must be entered; the DHS Contracts Unit will complete 
the initial data entry to create a new CONTRACTOR (or SubRecipient for HUD purposes) in 
MPER and notify the Department Service Desk to contact the CONTRACTOR (or 
SubRecipient for HUD purposes). 
 
The Department Service Desk staff will contact the CONTRACTOR (or SubRecipient for 
HUD purposes) to create user accounts and provide instruction on additional information that 
must be entered and maintain in MPER by the CONTRACTOR (or SubRecipient for HUD 
purposes). 
 
At a minimum CONTRACTOR (or SubRecipient for HUD purposes)is required to enter and 
maintain: 
 

 General CONTRACTOR (or SubRecipient for HUD purposes) information (see 
MPER manual) 

 Contacts (Note: in smaller organizations or in the event DHS is contracting with an individual the 
same person may be entered for all of these roles; all roles must have at least one entry in MPER) 
o Chief Executive Officer or Director (CEO) 
o Chief financial Officer (CFO) 
o Chief Information Officer (CIO) 
o Contract Processing Contact (CPC) 
o Board Chairperson 
o MPER Contact 
o Fiscal Contact (for CYF/Juvenile Court CONTRACTOR (or SubRecipient for 

HUD purposes) only) 
 A Facility or Facilities where DHS contracted services are delivered 
 Service Offerings (linking Department entered services to CONTRACTOR (or 

SubRecipient for HUD purposes) created facilities) 
 
Additional information is available on MPER through the Department Service Desk 
at 412-350-HELP (412-350-4951 option 2). 
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VOTER REGISTRATION 
 

Pennsylvania Guide to Agency Based 
Voter Registration Programs  

 
The following information is being provided as a guide for your 
compliance with Article 29 (Other Federal Laws), Section 4.A of the 
AGREEMENT. 
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Fixed Asset Program 

 DHS Facilities Manager 
One Smithfield Street, Lower Level 

Pittsburgh, PA  15222 
 
Phone: 412-350-7225 Fax: 412-350-5821 
 
The following procedures are to be followed to receive approval to purchase new equipment, 
transfer equipment and/or dispose of old equipment. 
 
New Purchase… 
 Send your request to the attention of;  

DHS Facilities Manager 
One Smithfield Street, Lower Level 
Pittsburgh, PA 15222  

 Please read your Program/Funding Specific contract manual for information on 
value limits 

 Clearly identify what program funds will be used; (Example: AAA, OBH/MR, D&A or 
OCS) 

 Request will be sent by DHS Facilities Bureau staff to the program office for 
approval/disapproval;  

 Once hearing from the program office, the DHS Facilities Manager or their designee  
will send you a confirmation letter to go and purchase the equipment;  

 After the purchase(s) are made, please contact the DHS Senior Facilities Specialist at 
412-350-4614; 

 Assets sheets and DHS tags (for equipment) will be sent to you for completion; 
 Please return completed asset sheets (mail or fax)  to the DHS Senior Facilities 

Specialist 
 
New Purchase if already included in your initial contract budget…. 
 After the purchase(s) are made, please contact the DHS Senior Facilities Specialist at 

412-350-4614; 
 Assets sheets and DHS tags (for equipment)  will be sent to you for completion; 
 Please return completed asset sheets (mail or fax)  to the DHS Senior Facilities 

Specialist at the above address or by fax to 412-350-5821 
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 Transfers… 
 Complete an Asset Sheet form for each piece of equipment;  
 Send to:  

 
Senior Facilities Specialist 
One Smithfield Street, Lower Level 
Pittsburgh, PA  15222 
(412) 350-4614 Phone (412) 350-5821 Fax  
  

 Disposals… 
 Complete an Asset sheet form for each piece of equipment;  
 Send those form(s) with a cover letter asking permission to “dispose”  to: 

 
DHS Facilities Management 
ATTENTION: Facilities Manager or Senior Fixed Asset Specialist 
One Smithfield Street, Lower Level 
Pittsburgh PA 15222 
Fax 412-350-5821  

 We will send your request to the Program Office (please specify which fund type --- 
OBH, D&A, OMR, OCS, etc.) for approval;  

 Once we get approval/disapproval from the Program Office, we will send you a 
confirmation letter  

 All county/DHS tag needs to be removed PRIOR to disposing of the equipment.  
 
If you need assistance with the sheets and/or tagging of the new equipment, please feel free 
to contact the DHS Senior Facilities Specialist at the above address or by fax to 412-350-
5821 or by phone at 412-350-4614. 
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ASSET   RECONCILIATION   FORM  
Directions:  One form should be completed for each item added to or deleted from your department’s asset list.  The form 
should also be prepared when changing or correcting information already on the asset list, or when transferring assets between 
departments.  Completed forms should be submitted to:  DHS Facilities Management, Lower Lever – One Smithfield 
Street Pittsburgh, Pa  15222. If you need help preparing this form call 412-350-4614.  It is the responsibility of each County 
Department or Row Office to ensure the accuracy of their asset list, so it is in your best interest to complete this form and 
submit it to the Fixed Asset Staff. 

GENERAL INFORMATION 
Funding Please CIRCLE ONE  AAA   CYF   DHS   OBH MH   OBH D&A   OID   OCS      Code:___________ 
 
Address - Floor - Building Name: ______________________________________________________________________ 
 
Assigned to:  ________________________________________________ Room or Cube No:___________  
 
Service Provider Name: ______________________________________________________________________________ 
 
FORM COMPLETED  BY:  _________________________________________      Date  _________________________ 
 

TYPE OF TRANSACTION 
(Check  One) 

 
New asset to be added __________  Transfer to another Department or Row Office  ___________ 
 
Deletion of Item ____________  Change of Information  _____________ 
 
Description of Item:  ________________________________________________________________________________ 
 
County Bar Code Tag  #_______________________________________    DHS Tag: _________________________ 
 
JTPA __________________ WIA __________________ AAA _________________ ACDM ____ 
 
ACDFP ________________ DCED ________________ 
 

MANUFACTURERS INFORMATION AND COSTS 
(COMPLETE FOR ADDITIONS OR CHANGE OF INFORMATION ONLY) 

 
Serial #:  ______________________________ Model #:  ___________________________     P.O. #:  __________ 
 
Model Year:  __________________________ Condition:  __________________________     Cost:  ____________ 
 
Manufacturer:  ______________________________________________________________________________________ 
 
Additional Information:  ______________________________________________________________________________ 
 

COMPLETE THE FOLLOWING IF TRANSFERRING 
Transferred To: ____________________________________________________________________________________ 
 
Address - Floor - Building Name: ______________________________________________________________________ 
 
Assigned to:  ______________________________________   Room or Cube No:___________  
Department Please CIRCLE ONE (AAA - CYF - DHS – OBH-OMR/DD - OCS) 
 

COMPLETE THE FOLLOWING IF DELETING 
 

Reason For Deletion:  (Check One)  LOST  STOLEN  TRADED IN  DISPOSAL  OTHER 
 
Director  Signature _________________________________________ Date  ______________ 
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